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Decision/action requested

Proposals to update existing text. 
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Rationale

This contributions proposes to make some updates to 3GPP TR 33.841 [1]. 

Clause 4.3: Threats to symmetric cryptography
Extract: There has been limited analysis of the effect of Grover’s algorithm on 128-bit block ciphers, but various papers [2][3] have calculated that, while the security of AES-128 would be reduced with the development of a quantum computer, it would not fall to the theoretical 64 bits.  

There are different opinions on this topic. At the moment, there is no public statement from NIST nor ANSSI. Consequently, we propose to only provide references to the papers without any generic statement. 
Clause 5.3: Timelines for transitioning symmetric algorithms
Extract:  The threat to symmetric cryptography from quantum computing is lower than that for asymmetric cryptography.  As such there is little benefit in transitioning symmetric algorithms without corresponding changes to the asymmetric algorithms that accompany them.

Asymmetric algorithms replacement will be available in 2022/2014, and transitioning solution exists as short term replacement, e.g. with hybrid mechanism and/or LMS/XMSS signature schemes. 

Furthermore, it is important to make plans to transition to quantum safe cryptography, and propose alternatives asap, so products will be able to evolve when necessary. 
Consequently, we propose to remove the last sentence of this clause. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.841 [1].

   *** START of 1st CHANGE ***

4.3 
Threats to symmetric cryptography

Grover’s search algorithm offers a theoretical quadratic speed-up on unstructured search problems.  This is applicable to symmetric key cryptography as, with use of Grover’s algorithm, the key for an N-bit block cipher would be recovered with O(2N/2) operations.

The real speed up offered by Grover’s algorithm is difficult to evaluate and depends on a variety of factors including the scheme being analysed, the precise functionality of a quantum computer and the necessity for error-correction codes.  There has been limited analysis of the effect of Grover’s algorithm on 128-bit block ciphers, but various papers [2][3]analysed the security of AES-128..  It should also be noted that Grover’s algorithm does not parallelise efficiently, suggesting that the security assumptions to apply in this scenario may be different to those in classical computing.  It may be more appropriate to consider attacks that run in bounded time, taking into account the likely capabilities of an attacker and the amount of likely parallelisation [4].

To counter this threat to symmetric cryptography from a quantum computer it would certainly suffice to double the key-size of an algorithm, thus doubling the number of bits of classical security.  As discussed above there is an ongoing discussion as to whether this response is overly conservative, as the changes would have other business, interoperability and security consequences. 

   *** END of 1st CHANGE ***

   *** START of 2nd CHANGE ***

5.3
Timelines for transitioning symmetric algorithms

The threat to symmetric cryptography from quantum computing is lower than that for asymmetric cryptography.  
   *** END of 2nd CHANGE ***

